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RE: APXnet 
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Annual Customer Proprietary Network Information Compliance Certification; 
l· B Docket No. 06-36 

Dear Ms. Donch, 

Enclosed for filing is the Annual Customer Proprietary Network Information ('·CPNI") 
Compliance Certification; EB Docket No. 06-36, Ciled on behalf of A PX net. 

Please do not hesitate to contact me at 407-260-1011 or mark a csilongv.oo<l.com if you have any 
questions or concerns. 

·1 hank you for your assistance in processing this filing. 

/;1f/1Jlk 
I 

Mark G. Lammert, C'PA 
Ta:-< Preparer for A PXncl 

cc: A PX net 
file: APXnet PUC - FCC 



I. 

, 

S'I ATE:\lENT OF POU{'\' IN Tl{EATME T OF 
Cl STOMER rROPRH:TARY Nf.TWORK I FORMATION 

his \P'\111 .. ·t (l11:rcaficr rcf~rrc<l to as·· \PXnct .. ) pohc} not to use CP'\11 for an} aLll\ it;. 
mhcr than pcrmtllcc.l h) law \ny disclosure or CPNI tu other pnrtics (such as oniliatcs. 
n:ndors. am.I Jgcnts) occurs uni) if tt is necessary lo <.:onduct a legitimate hustness 
ucti' 1t;. n.:latc<l lo the i.cn ices al read) provided by the company to the cus101m:r. If the 
( ompan;. is 1101 n.:quirc<l by In\\ to disclose the CPNI or if the intended use docs not foll 
\\1thin one of the carve outs, the Comran) '"" first ohtain the customer's consent prior 
to using ( P'-: I 

,\PXncl hill~m s industry-stand.ml practices to prcnmt unm1thori1cd access to CPl\JI hy a 
pern>n other that the suhscnher or Al'Xnet. 1 lowcver. APXnet cannot guaran tee that 
th..:sc: practice., '" i II pro.:H~nl e\ cry unauthon1ed aucmpl Ill access. use. or d1.:;close 
person.di) 1d~·nuliablc inrormation. Therefore· 

t\ . ll'un unauthori1c<l disclosure were to occur, APXnet shall pnnide notification or 
the breach "ithin seven (7) days 10 the United Slates Secret Sen ice (" l ISSS") and 
tho: rcd..:ral Bureau of I nvcstignt1011 ( .. FB 1··). 

It /\l'Xnet ... h.111 \\ail an a<lditional sc\'Cn (7) tla)s from its gowrnmcnt noti<.:e prior 
10 notifying the affected customers of the hrcach 

C l\ol\\ ithslanding the prm 1sions in subparagraph B abO\c. APXncl shall nol wail 
tho: udd1lional Se\'ell (7) da)S lo noti f'y ils custmncrs i r '\PXnel determines there is 
an imm..:Jiate risk or irreparable harm lo lhc customers. 

() \PXnct shall maintain records of <liscmcred breaches for a peno<l of al least two 
('.!))CMS. 

1 All cmplo)ccs "ill he trained ilS lo '"hen the) arc. and arc not, authorit:c<l to use CPNI 
upon cmplo) mcnt "'1th the Compuny and annually 1hcrc,11lcr. 

A. ~pcclficall ;.. Al'Xnct sh<tll prohibit its pcrsonrn:I from releasing CPl\J I hased upon 
a customcr-1mtlatcd telephone call except un<lcr the fo llowing three (3) 
c 1n:umstanecs· 

I. Whcn th1: customer has pre-established a pass\\ord . 

.., \\'hen the information requested by the customer 1s 10 be sent to the 
customer's address or record. or 

j , When APXncl culls the customcr·s telephone numhcr of record amt 
discusses the infom1ation "ith the part) initially identified hy cus1om..:r 
''hen service was initiated. 



B. \PX net Illa) use CPNI for the fo ll<m ing purposes· 

• Io initiate. n.:nd1.:r. maintain. repair. bill and collect for sen ices: 
• Io protect its proper!) rights: or to protect its subscribers or other carriers 

from f'rnu<lulcnt. abusi\C . or the unl<l\\ ful use of. or sutm:ription to, such 
SCI\ ICCS. 

• Io prm ide inbound tckmarl-.cting. rdcrrnl or administrative sen ices to 
the customer during a customer initiated cnll and \\ith the customer's 
in formed consent. 

• Io mar"ct additional services to customers thul arc within the same 
categories of sen ice to which the customer already subscribes: 

• 1 o marl-cl sen ices former!} 1-.nown us udjunct-to-hasic ser\ ices: and 
• Io markl'l udd1tional sl.'n ices to customers '"ith the receipt or informed 

rnnscnt 'ia the use or opt-in or opt-oul. as arplicahle. 

4. Pri~ir to .illlm 1ng access to Customers· ind I\ ic.lually 1dcntiliable C PN I to /\I' Xncts' joint 
\cnturcrs or imkpcndcnt contractors. /\PXnct will require. in order to sufeguurc.I that 
infonnat1on. 1hc1r entry into both confidentiality ngrecmcnts that ensure compltancc \\llh 
this Stalcmcnt and shall obtain opt-In consent from a customer prior 10 disclosing. the 
inf'orm;1tion In nddi1ion. \PXnct rcquircs all outside Dealers anc.1 /\gents lo 

ucl-.n1mkdgc and ccrtif> that they nm) onl} use CPNI for the purpose for wlrn:h lhat 
inlorm.111011 has hccn prm 1dcd. 

5. \PXnct rclfllircs express \Hillen autlwri1utwn from the customer pnor to dispensing 
('(>\,I 111 nc\\ l-.trricrs. c\ccpt as othcm isc required hy la\\. 

6. .\PX111:t docs 1wt markd. share or olhcrn isc sell CPNI information to nny third part}' 

7. ,\PXnl't maintains a n.:cord of' its own and its afliliatcs' salcs and marketing campaigns 
that use t\PXnds· customers· CPNI. The record will include a dcscription or cach 
c.11npa1gn. thc specific CPNI that \\as usc<l in the campaign. and what products and 
sl'n ices wen: ofll-rcd as part of the campaign 

\ Prim wmmcnccmcnl of a sales or marketing campaign that utili1es CPNI. 
APXnct cstubltshcs the status or a customer's CPN I approval. ·1 he following sels l'C.ll'th 
the procedure lollowcd h} /\PXnct. 

• Prior to any solicilatmn for customer apprmal. /\PXnct \\ill nntilY 
customers of their right to restrict the use of. disclosun: oC and access to 
thdr CP\:I 

• '\PX net \\ill use opt-in nppmval for an) instance in v, hich /\PX net must 
ohtain customer upprm al prior to using. disclo::.ing. or permit1ing access Ill 
C PN I. 

• I\ customer's approval or disappro\'al remains in effect until the custlllller 
r~vokcs or limits such approval or c.lisapproval. 



• lkcon.b ol' apprm als arc maintaine<l for al least one year. 
• AP\'.ncl provides indi' idual notke lo customers ''hen soliciting appro,·al 

10 use. Jisclosc. or pen111t access 10 CP~I. 
• I he L:cmtcnl or /\PX net's C P"l I notH.es comp I~ '' ith FC (' rule 64 .'.!008 (L) 

S 1\ 1,Xnl'I h.ts implcrnen1ed a s~ stein to obtain approval and informed consent from its 
ctt:-.lcllllCI\ prior lo the U\e or(. PNI tor marketing purposes . . , his systems allo\\S rm the 
slatu:-. 111·a customer's ( PJ\I apprmal IO be clearly cstahlishcd prior to 1hc usl! of CP\ll. 

<>. 1\ P\'. nl'l h"' " -.upen 1sol) re\ ie'' pnlcess regarding L:ompliance "1th the C'PN I rule" for 
11u1bound m;11f..c11ng s1tua11ons and'''" rm1in1ain compliance records for at least one year. 
\p1:ci lie al I). \PX nets· sales personnel "ill obtain e\prcss approval of any proposed 
11u1bou11d m,ulc.•ting request for customer approval ol the use or CPNI by I he General 
Coun:-..: I o I .'\ P \net. 

I II ,\ PXncl 11t11i lies cu:-.torners 1mmc<liatd) or any account changes, inclu<ling a<l<lrcss or 
record. au1hentica1inn, nnlinc account ·m<l pass\\ Ord related changes. 

11 . 1\PXnct llHI) ncgo1ia1c alternative au1hcntica1ion procedures for sen ices that /\PXnct 
pro' ilks to business customers that ha\c a dedic.:atc<l account rcprl!senlJtin! and a 
c.:11n1rac11ha1 spcc.:ilicall~ addresses \PXnc1s· protection of CPNI. 

12 t\PXncl b prl.'parc<l to prO\i<le \\ritten notice \\ilhin li\'e husincss days to the I('( of<.my 
instanc.:c "hl'rl· the opt-an mechanisms do nc1t \\Olk properl) to such a degree that 
c.:onsumc.:r's inability to opt-In is more 1han an anomaly. 



\ 'V\ l \ I 47 ( .I· .H. ~: 6.t .2009 (c) er ' c Etn I H CATIOl'I i'OR 20 16 
EB Docket 06-36 

Date l"ikd: .l.11H1.11\ .,8 2016 
l\<1mc of <.:omp.11n \P~nct 

Fn1m 4<JCJ I ikr II> 8;J9 I 0 
Name ol 'iign.llm) . I lcic.l 1 I h11 ns \\'oud 
l'itk of '-.1gnatnr) : \'il.'c Prc.:s1tknt & ( 00 

I. I kic.li Burth \\'nu<l. 1.:c1 trl) that I am an ollic.:cr of the company named .1b0\c, anc.1 alling as an 
agent of° the com pan} that I ha\ c personal kmm ledge that the com pan) has cstahltshcd 
11pcrating rmc.;cdurcs that arc il<lcquate to ensure comrlrancc with the Comm1ss1on's CPNI mks. 
Sec 47 C.I .R &<14 2001 el H'</ 

Allac.:hcc.l t11 this c1.:nilk.11ion is an .1ccnmpanying statement C\:plaining how the compan) 's 
prnccdurrs t•nsurc that the company 1s 111 compliance with the requirements set forth in section 
(14.2001 l'/ ,\l''f · ol'thc Commission's rules. 

I lw compan) has mil taken all\ .1ctions (proceedings 111sl1tutcd or pcllttons filed b't a compan) at 
either state com111issi1ms. the 1.:ourt system. 01 .1l the Commission agarnsl llala broker-.) against 
d.11.1 hrnkcrs in the past ) cur I he steps the compan) has taken to protect CPN I include updating 
11s CPNI practices <111d procedures aml c.:onduc11ng nc\\ training designed lo ensure compliance 
\\ith the l'CC's nwdilicd CPNI rule~ . 

Tlw company h<t'i ll(ll n.:cci\'cd an) cuswmcr ct,mplaints in the past year concerning the 

::~·.~~:",;,~~i~'&~~W Md ~Q~ ~ 


